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Genetic algorithms were first used for the solution of optimization problems. After some
time they were also used in different fields of science. Genetic algorithms are based on one of
the basic principles of biological evolution: struggle for population saving by maximal
adjustment to the environment that is reached by improvement and development of the best
features in new generations. One of the most significant advantages of the genetic algorithms
compared to other search algorithms is the possibility of their parallelization. This
significantly decreases the attack time. Use of genetic algorithms for cryptanalysis of
cryptographic algorithms is a new trend, which has not been yet developed in practical
cryptology. There are several hundreds of works, the authors of which make their efforts to
show that this approach may have advantages compared to other ones. In that regard, we tried
to crack the already cracked Merkle-Hellman cryptosystem by means of genetic
algorithms[1,2]. Then we compared our results to the results obtained by the use of Shamir
algorithm[3]. There are several works, where the Merkle-Hellman cryptosystem is cracked by
genetic algorithms, though in all cases the attack is carried out on the basis of ciphertext [4,5].
Unlike these works and like the Shamir method, we search for the cipher key by attacking
against the open key. We elaborated new heuristical methods, which made the use of genetic
algorithms more precise and faster. The results of research and software given in this article
may be used for cryptanalysis of other asymmetric cryptosystems as well.
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